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Parent Workshop

Internet Safety and Computing
Coverage in School

Aim: To provide information on content and coverage of our E-Safety and
Computing curriculum
To support parents/carers with keeping children safe online \
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Today’s session includes
sensitive content
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During this session, we will be covering:

* How to talk to your child(ren) about staying safe online
« Parental controls on devices

» Age requirements for apps and games

« Computing and E-safety Curriculum at Halsford Park
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Ofcom report 2024.

Compared to last year, a higher proportion of all 5-7s use
apps/sites to do the following things online: to send messages or
make voice/video calls (from 59% to 65%), use social media
sites/apps (from 30% to 38%), watch livestreaming apps or sites
(39% to 50%) or game online (34% to 41%). Children this age are also
more likely than they were last year to use WhatsApp (from 29% to
37% TikTok (25% to 30%), Instagram (14% to 22%) and Discord (2% to

4%).
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Primary <chool Learner Voice
“l have a phone, a laptop and a tablet. | don’t share them wit
- Year 1

What is E-Safety?- “If you go on an app you might not be sure wh

so you need to be safe” “If you see a random number do not answ

Year 3

What games do you play online?
90% off those asked said they do this without an

adult in the room.

“l message my friends everyday. | use WhatsApp and Instagram”-
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How to talk to your
child(ren) about staying
safe online
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Summary of parental concerns (3 - 17 yr-olds)

Parental concerns

Sharing personal information online Exposure to inappropriate content
- 65% Them giving out personal n 75% Seeing adult or sexual content

@ details to inappropriate people
O

62% Companies collecting information
about what they are doing onling

77% Seeing any other type of
inappropriate content

Experiencing harm or detriment Reputational damage

b Them being bullied online/cyberbullying
70% Them being bullied online/cyberbullying L
o 68% Seeing content which encourages them to hurt or harm themselves i’ Damaging their reputation

gither now orin the future

% Parents whose child age 3-17 goes online

599% The possibility of them being influenced by extreme views online

51% The pressure on them to spend money onling

Source: Childrenand parents: m
attitudes report 2024
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expert parent

It’s your choice - Don'’t let others dictate when the right time is to use tech.

Stay involved — make time to communicate, talk about what they are
doing. What do they enjoy? What makes them laugh?

Don’t quiz them — have regular conversations. What's their favourite app?
What is the best site to learn new things from?

Join in - watch them play a game and join in. Who are they playing with?
Do they know the other players?

‘Show me how...” — ask their advice to help you with your privacy settings, '
who you should add as a friend, are there any risks? }}“ L4531

Lead by example - children learn as much from watching as they do from ""'I,/ o
being told not to do something, so model good behaviour '

Reassure them - tell them that they won't get in trouble and that you are
always there to help.

Responsibility
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This page is for parents - if you are a teacher, click here

It's never easy to know how to keep our children safe when they aren't with us, and sometimes even when are, if we don't know what's happening
in their lives or on their devices! Who are they talking to, what are they doing, are they okay? Don't despair though...scroll through this page for
help or click a button to go straight to a particular topics.

TOP TIPS RIGHT NOW SAFE SETTINGS & CONTROLS WHAT'S THAT APP? TALKING TO CHILDREN

SCREENTIME TOP TOPICS (porn, bullying, ... SEX & RELATIONSHIPS HELP & REPORTING

T S e
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Find conversation starters, story time ideas and top tips to reinforce key safety
messages at

AB}&}:"?
+ 4ty Halsford Park

TALKING TO CHILDREN ABOUT LIFE ONLINE

Be Connect
Mindful

Giveto 4

Keeping your children safe: onlifje,& beyond

Responsm Compassion Courage


https://www.lgfl.net/online-safety/resource-centre?s=16
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Parental controls on devices
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Have you set up parental CONTROLS/PRIVACY
SETTINGS for ALL DEVICES and NETWORKS?

« Controls have to be set up on both the broadband
connection AND each individual device

» These do not come as standard so it’s worth checking
» They are important because they allow you to:
* Block and filter upsetting or inappropriate content or

sites

» Plan what time and how long your child can go online
for




Visit www.internetmatters.org/parental-controls/ to find out

how to set controls on devices:

Set up devices safely

Set parental controls on a range of

devices, apps, and platforms with our

how-to guides.

Smartphones & other devices

Select the smartphone, other device or

QOS from the dropdown list:

~

Social media

Select the social media app or platform

from the dropdown list:

~

VIEW ALL

VIEW ALL

Broadband & mobile networks

Select your network provider from the

dropdown list: ’,;.\'\
L]
~

VIEW ALL

Video games & consoles

Select the video game or console from

the dropdown list:

VIEW ALL

0>


http://www.internetmatters.org/parental-controls/
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REMEMBER :

As children get older, restrictions and
controls you use will change, but only at a
pace you feel is appropriate for your child,
not pressure from your child “because
everyone else is allowed”

Content filters are never 100% effective,
at some point your child may come across
inappropriate or upsetting content, so
make time to talk regularly

Responsibility
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Digital Family Agreement

Why not have a family agreement to:
« clarify what is allowed...or not

« establish ground rules like no phones at the
table or in the bedroom at night-time

 agree shared expectations to reduce DigiSafe ®
arguments and keep everyone safe & healthy

Responsibility Compassion Courage


https://parentsafe.lgfl.net/digital-family-agreement
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Digital Family Agreement (] DigiSafe ®

CCCCLQACCMEE CLAACLRACCMAE

I will: Why? Parent/carer will: Why?
Check with mum before getting a new app or game Put our devices down when you want to talk
Or buying an add-on so she Can Check it's safe to me/us so we can model good behaviour

Set up privacy ahd safety settings oh any apps ahd

K bill important il
sites ] use and show them to dad, $o he doesn’t ccpgir mofiismnygy forfimportant ey

time, e‘qg- breakfast and dinner so we can

. h lity time and. talk

4 3 5 avi ual ime an a
Check with mum or dad before going live and o il i .
explain what I Canh do to avoid any risks Trus.b You to manage Yyour screen time ‘
NOt post or share any personal information, e.g. sensibly as we agreed, and only say something
mobile, address, to stay private and safe if I/we are worried, to help you stay safe and
Put my phone down wheh we're eating together or healthy o .
mum or dad want to talk, as it’s respectful Ask permission before sharing any photos of
Turh Off hotifications when I'm doing ; ) ﬂ you, to respect your privacy
homework and at bed time, to
help concentrate and sleep \gnere €

0
Come off y devices an hour e will 4 ocp

. . |
before bedtime to unwind and  «™”
Sleep well 4

Signed:  Sophies um pad

Today’s date: 24th March Date we will review this: 24th /Vlay Download me again and find more support for parents at parentsafe.lgfl.net

Responsibil Courage
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Age requirements for apps
and games
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» Nearly eight in ten children are aware of minimum age
requirements

« Four in ten admit to giving a fake age online to access a new
app/site

* Up to a quarter had changed their date of birth on their
profile since initially setting it up:
* Facebook (24%)
« TikTok (23%)
» Instagram and X/Twitter (both 19%)
Children’s Online User Ages 2023 Quantitative Research Study



https://www.ofcom.org.uk/__data/assets/pdf_file/0025/283048/Childrens-Media-Literacy-Report-2024.pdf
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Around half of children under 13 use social media
and 38% have their own profile on at least one

platform

%age who use social media

. You must be 13 years and older to have an account.

76%
54%
51%
42% Snapchat is Only for Teens Ages 13+ &
29%
- @ We require everyone to be at least 13 to use Instagram

Total: Under 13 Aged 3-5 Aged 6-7 Aged 8-9 Aged10-12

Given the 13+ minimum age requirement on most of these
social media platforms, it is notable that half (51%) of
children under 13 use them.

N S e
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.- N https://halsfordparkprimaryschool.co.uk/

SETTING UP PARENTAL "essk

CONTROLS ON NEW DEVICES ¥.: ]nternet_e_safety/

DOCUMENTS TO SUPPO
RT YOU AT HOME

Pary S nary 568
family-agreement-advice.docx Keep Safe Online



https://halsfordparkprimaryschool.co.uk/internet-e-safety/

» Halsford Park

/ Primary School

The
National
College’

Welcome to National Online
Safety for Parents & Carers

Multi-award-winning online safety courses, guides and
resources

¥ Everything you need to understand the online world

¥ 350+ courses, guides and explainer videos to help you keep
children safe online

Unlimited access for all parents and carers anytime,
anywhere

Responsibility

Q

= LBRARY |>] mv conTent ) MY LEARNING R

National
Online
Safety’

Compassion Courage



dilgl'liglers Teacher sign-in e =

Start your online safety journey ...

Teacher m Parent/Carer m Student
Sign-in required No sign-in required No sign-in required

Copyright and Ownership Managing Online information Health, Wellbeing and Lifestyle
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https://www.internetmatters.org/digital-matters/

Self-image and Identity Gnline Bullying

Cinline Belatinnshios Oinline Renutation
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https://www.internetmatters.org/digital-matters/
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Setting rules about the way you use technology as a family

You can't have control over everything your child does and how they “What rules do we need so we're all using the internet safely?”; "What do
behave on the internet, but having a family contract or agreement sets you think should happen if someane doesn't stick to the rules?”; “Why do
out some expectations of how everyone can go online positively and you think this is a good rule?”
safely.

Example rules

Being involved in setting the ‘rules’ will help your child feel that their

e i e i i e @ e bl e ot s crd s s Families should agree rules which are right for them, but examples of

why there are rules about internet use and feel fairer than being told “this digital ground rules might include:

will happen™ without explanation. s Always have the door open when using devices;

It's also really important that adults — you — follow the rules as well, and * Put devices away at mealtimes;

act as role models. Children will copy what you do and will pick up on and v oletEsoealdeiss dieE s S slEEl e

question you if there is one rule for them and another for adults. - Telesses et e s n s solsiiling Sk T

* Be open about what you are looking at online if someone asks.

Things to say: You can find a template for a family agreement from Childnet here.

N S e
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Computing and E-safety Curriculum
at Halsford Park
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Education for a
Connected World
- 2020 edition

Halsford Park

>/ Primary School

Start here >

A framework to equip children
and young people for digital life
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UK Council for
Internet Safety

\
Education for a Connected World is a tool
for anyone who works with children and
young people. It enables the development
of teaching and learning as well as
guidance to support children and young
people to live knowledgeably, responsibly
and safely in a digital world.

Children have the right to enjoy childhood
online, to access safe online spaces,

and to benefit from all the opportunities
that a connected world can bring to them,
appropriate to their age and stage.

It is essential that education young people

require to thrive in the digital environment is
planned across the entire curriculum and as
part of a whole school approach to digital
learning and online safety.
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Self-image and identity

This strand explores the differences
between online and offline identity
beginning with self-awareness,
shaping online identities and media
influence in propagating stereotypes.

It identifies effective routes for reporting
and support and explores the impact
of online technologies on self-image
and behaviour.

hl'

A5

Managing online information

This strand explores how online
inferrmation is found, viewed and
interpreted. It offers strategies for
effective searching, critical evaluation
of data, the recognition of risks and
the management of online threats
and challenges. It explores how
online threats can pose risks o our
physical safety as well as online safety.
It also covers learning relevant o
ethical publishing.

&2

Online relationships

This strand explores how technology
shapes communication styles and
identifies strategies for positive
relafionships in online communities.
It offers opportunities fo discuss
relationships, respecting, giving and
denying consent and behaviours that
may lead to harm and how positive
online inferaction can empower and
amplify voice.

@Y

Health, well-being
and lifestyle

This strand explores the impact that
technology has on health, well-being
and lifestyle e.g. mood, sleep, body
health and relationships. It also includes
understanding negative behaviours
and issues amplified and sustained by
online technologies and the sirategies
for dedling with them.

(@fe]C

Online reputation

This strand explores the concept of
reputation and how others may use

online information to make judgements.

It offers opportunities to develop
strategies to manage personal digital
content effectively and capitalise on
technology’s capacity to create effective
positive profiles.

)

e

Privacy and security

This strand explores how personal
online information can be used, stored,
processed and shared. It offers both
behavioural and technical strategies fo
lirnit impact on privacy and protect data
and systems against compromise.

<@>
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Online bullying

This strand explores bullying and

other online aggression and how
technology impacts those issues.

It offers strategies for effective reporting
and infervention and considers how
bullying and other aggressive
behaviour relates to legislation.

©

= ="

Copyright and ownership

This strand explores the concept of
ownership of online content. It explores
strategies for protecting personal
content and crediting the rights of
others as well as addressing potential
consequences of illegal access,
download and distribution.




{1 GOV.UK

Home » Society and culture > Online safety > Teaching online safety in schools

Department
for Education

Guidance

Teaching online safetyin schools

Updated 12 January 2023

This non-statutory guidance outlines how schools can ensure their pupils understand
how to stay safe and behave online as part of existing curriculum requirements.

It complements existing subjects including:

relationships education

relationships and sex education

*health education

ecitizenship

scomputing

There are no additional teaching requirements.

Responsibility Compassion Courage
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Unit 4.2 -

Online Safety




Lesson

Title Aims (Objectives)

Success Criteria

Year 1

Aims (Objectives)

+ To know what makes a safe
password, how to keep passwords
safe and the consequences of
giving your passwords away.

+ Tounderstand how the Internet
can be used to help us to
communicate effectively.

* To understand how a blog can be
used to help us communicate with
a wider audience.

Medium term
planning from
Purple Mash

Success Criteria

« Children understand what makes a good
password for use on the Internet. Children are
beginning to realise the outcomes of not

keeping passwords safe.

« Children can contribute to a concept map of
all the different ways they know that the
Internet can help us to communicate.

e Children have contributed to a class blog with
clear and appropriate messages.

+ Extension: Children understand that
passwords help to limit who can see personal
[ private / confidential information.

1 Safe * To log in safely and understand why that |  Children can log in to Purple Mash using their
- Logins is important. own login.
# To create an avatar and to understand * Children have created their own avatar and
what this is and how it is used. understand why they are used.
* To be able to create a picture and add * Children can add their name to a picture they
their own name to it. created on the computer.
» To start to understand the idea of e Children are beginning to develop an
‘ownership’ of creative work. understanding of ownership of work online.
s To save work to the My Work area and & Children can save work into the My Work folder
understand that this is private space. in Purple Mash and understand that this is a
private saving space just for their work.
Lesson Title
Safety in
NMumbers
Year 3
1
Lesson  Title Aims (Objectives) Success Criteria
Message ¢ To identify benefits and risks of ¢ Children have used the example game
in a Game mobile devices broadcasting the and further research to refresh their
location of the user/device, e.g., memories about risks online including
apps accessing location. sharing location, secure websites,
* Toidentify secure sites by spoof websites, phishing, and other
looking for privacy seals of email scams.
l approval, e.g., https, padlock e Children have used the example game

icon.

* To identify the benefits and risks
of giving personal information
and device access to different
software.

and further research to refresh their
memories about the steps they can
take to protect themselves including
protecting their digital footprint, where
to go for help, smart rules and security
software.

Year 6

Compassion

Courage




Self-image and identity Online relationships

This sfrand explores the differences This strand explores how fechnology
befween online and offline identity shapes communication styles and
beginning with self-awareness, identifies sirategies for posilive
shaping online idenities and media relationships in online communities.
influence in propagating stereotypes. It offers opportunities to discuss

It identifies effective routes for reporting  relationships, respecting, giving and
and support and explores the impact  denying consent and behaviours that
of online technologies on self-image may lead fo harm and how posifive

and behaviour.

online interaction can empower and
amplify voice.

online inf ion  Health, well-being

and lifestyle

This strand explores how online

information is found, viewed and This strand explores the impaci that
inferprefed. It offers sirategies for technology has on healih, well-being
effective searching, crifical evaluation  and lifestyle e.g. mood, sleep, body

of data, the recognition of risks and health and relationships. It also includes
the management of online threats understanding negative behaviours
and challenges. It explores how and issues amplified and susfained by
online threats can pose risks fo our online technologies and the sirategies

physical safety as well as online safety. for dealing with them.
It also covers learning relevant o

ethical publishing.

Responsibility

Online reputation

This sirand explores the concept of
reputation and how others may use
online information to make judgements.
It offers opporiunities o develop
sirategies to manage personal digital
content effectively and capitalise on
technology’s capacity fo create effective
positive profiles.

Privacy and security

This sirand explores how personal
online information can be used, stored,
processed and shared. It offers both
behavioural and technical sirategies to
limit impact on privacy and protect data
and systems against compromise.

Online bullying

This sfrand explores bullying and .

ofher online aggression and how , ‘
technology impacts those issues

It offers strategies for effective reporting

and infervention and considers how

bullying and other aggressive

behaviour relates to legislation. "

Copyright and ownership

This sfrand explores the concept of
ownership of online content. If explores
sirategies for protecting personal
conient and crediting the rights of
others as well as addressing potential
consequences of illegal access,
download and distribution.

Select Strand
®
) ® P ®

Self-lmage and Identity Online Relationships Online Reputation Online Bullying

Managing Online Information Health, Well-being and Lifestyle Copyright and Ownership

Compassion Courage



Toolkit » Resources » Year Group » Year Four

Self-Image and Identity

Ages 8-9 and the definition below:

Activity Descriptor

Begin by recapping what is meant by an ‘identity’ by drawing on the discussions from the previous section

Identity {noun] (Cambridge Dictionary) - Who a person is, or the qualities of a person or group that make

them different from [or similar to] others,

®

This could be made up of many different parts, such as our physical features, facts about ourselves, our

| can describe positive ways I can explain thgtdthers
for someone to interact with online cangefetend to be
others online and somepee else, Including my Explain to the children that the way we behave online and treat others can also form part of our identity. For
fiends, and can suggest example, If you were to always post funny pictures and videos, people online may think of you as a funny,
light hearted and optimistic person. You may wish to allow time for the children to think of their own ideas

experiences and feelings

I can explain how my online

identity can be different to

_ _ understand how this will
my offline identity.

reasons why they might
do this.

positively impact on how

others perceive then of things which people could post and what that might make others think about them

Self-Image and Identity

Resources

dentity
Ages 7-11

49

| Outcorme Criteria

Winning at county LRI Look at how

Questions To Ask
52 views . 1 week ago

an explain how my online identity can be different to my offline identity.

Activity Descriptor 3 _ ) J_swims_and_wins
o= 6 0 behaves tovards
R es . . .
Outcome Criteria others online.
5 comments .
| can explain how my online IdemTTy e different to the identity | present in 'real life’. . What mlght other
. Well done mate w2 10 people think about
| can explain the reasons for and against changing your identity online 3 them?

do so. ﬁ Pretty good but | could beat that time ha w4 g5
L

e I'm sure you'd be great too! e g .
Rank them using the

| can describe the right decisions about how | interact with others cnline and how this will impact on how
S, It's only county, not like you've won the olympics! w2 g2 qualltles Scale.

others perceive me

@@@@ Licensed under a Creative Commons Attribution-NonCommercial 4.0 International License
5

L
e I'm still happy with my time. Next stop the olympics :) o 12
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HP COMPUTING E-SAFETY TIMETABLE 2024 -

2025

Autumn 2

Autumn 1 -

Summer 2

Outdoor
Learning

Year b

Year b

Outdoor
Learning

Outdoor
Learning

Privacy and Privacy and Outdoor Privacy and
Security Security Learning Security

Spring 2 Outdoor Health, well- | Privacy and Privacy and Health, well- | Privacy and
Learning being and Security Security being and Security

lifestyle lifestyle

Surmmer 1 Health, well- Health, well- | Health, well- | Outdoor Health, well-
being and being and being and Learning being and
lifestyle lifestyle lifestyle lifestyle
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Any questions?




If your child is walking home from school, they may bring a
mobile phone into school if you wish. These will be given to the
teacher at the start of the day, locked in the classroom and
returned to them at the end of the school day.

Please note- mobile phones should not be brought into school
if your child/ren are picked up by you either on the playground
or near the school entrance.

They should only be brought in if you need to communicate
with your child because they are walking home. They should
not be brought in as an accessory.

Children who bring in mobile phones must keep them in their
bags once on the school premises (this includes the school drive
and playground). Once in school, mobile phones should be
handed in upon entering the classroom. Children will be given
back their mobile phones at the end of the day on the
playground.




We have already shared in Parent Forum and plan to in a workshop in Autumn 2 the proactive
measures we already take as a school by sharing the scope of our online safety / PHSE
curriculum. Our clear stance on educating pupils in line with statutory expectations. There is
some helpful information in the

95. Pupils should be taught about the benefits of rationing time spent online and the risks
of excessive use of electronic devices. In later primary school, pupils should be taught why social
media, computer games and online gaming have age restrictions and should be equipped to
manage common difficulties encountered online.

116. At the heart of these subjects there is a focus on keeping children safe, and schools
can play an important role in preventative education. Keeping Children Safe in Education (KCSIE)
sets out that all schools and colleges should ensure children are taught about safeguarding,
including how to stay safe online, as part of providing a broad and balanced curriculum.

117. Good practice allows children an open forum to discuss potentially sensitive issues.
Such discussions can lead to increased safeguarding reports. Children should be made aware o
how to raise their concerns or make a report and how any report will be handled. This should
include processes when they have a concern about a friend or peer.


https://assets.publishing.service.gov.uk/media/62cea352e90e071e789ea9bf/Relationships_Education_RSE_and_Health_Education.pdf

